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MWHUCTEPCTBO OEPA30BAHUSA U HAYKU POCCUCKOWN ®EQEPALINU

OENAPTAMEHT FOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEN0 O6PA30BAHUA

nMUCbMO
oT 14 masa 2018 r. N 08-1184

O HANPABJIEHMX NHO®OPMALIUK

[enapTameHT rocygapCTBEHHOM mMonuTukn B cdepe obwero obpasoBaHus MuHobOpHayku Poccumn
HanpaBnseT And cBefeHus paspaboTaHHble BpemeHHow komuccumen Coseta depepaumm Mo pasBUTUID
MHGOPMaLMOHHOro 0bLecTBa MeToAMYECKME pPEeKOMeHAauun O pasMeLleHMM Ha MH(OPMAaUMOHHBIX CTeHaaXx,
oduumanbHbIX UHTEPHET-CaWTax U Apyrmx MHOPMaLUMOHHBIX pecypcax obueobpa3oBaTeNibHbIX OpraHu3auui u
OpraHoB, OCYLLEeCTBNSAWMNX ynpasneHne B cdepe obpasoBaHus, MHpopmauum o 6e3onacHoOM MNOBEAEHUN WU
ncnons3osaHun cetn "NHTEepHeT".

Oupektop OenaptameHTta
A.E.METPOB

MNpunoxeHwue

METOOWYECKME PEKOMEHOALUWN
O PASMELLEHUUN HA NUH®OPMALUOHHBbIX CTEHOAX, O®PULIUATIbHbIX
MHTEPHET-CAUTAX U OPYITUX UHO®OPMALMOHHBLIX PECYPCAX
OBLLUEOBPA30BATEJbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABNEHUE B CO®EPE OBPA30BAHUA, UHOPOPMALIUU O BE3OINMACHOM
NOBEAEHUN U UCNOJNIb3OBAHUU CETU "MHTEPHET"

Okcneptamun u uneHamun BpemenHonm komuccum CoseTa Pegepauum no pasBuUTUIO MHAOPMAaLMOHHOMO
obLecTBa B pamkax BbIMOJTHEHNSA peKOMEHAAUMIA NapaMeHTCKMX CryLwaHni "AkTyarnbHble BONpochkl obecneveHms
6e3onacHoOCTV 1 pa3BUTUA geTen B MHCOPMAaLMOHHOM NpocTpaHcTBe", koTopble npownn B Cosete ®enepaumm 17
anpens 2017 r., 6binn paspaboTaHbl METOAMYECKUE peKoMeHAauMu O pasMelleHMM Ha WHEOOPMAaLMOHHbIX
cTeHAdax, oduumanbHbIX WHTEPHET-canTax W Apyrnx WHAOPMaUMOHHBIX pecypcax obLieobpasoBaTernbHbIX
opraHusaumin U OpraHoB, OCYLLECTBMAOWMX ynpaBrneHune B cdepe obpasoBaHus, nHhpopmaumm o GesonacHom
noBefeHUn U ucnonb3oBaHun cetn "HTepHeT" (ganee - MmeToanyeckue pekoMeHaaumm).

MeToamyeckne pekomeHAauMM HanpasfieHbl Ha KayeCTBEHHOE MOBbILEHWE YPOBHA WHMOPMAaLMOHHON
aeatenbHocTM obleobpasoBaTernbHbIX OpraHu3auuii M OpraHoB, OCYLLECTBASIOWMX YyrnpasBneHne B cdepe
obpa3oBaHMs, B YaCTU WHAOPMMPOBAHWSA Yy4alMXCs, WX pPOAUTENEen (3aKOHHbIX MpeacTaBuTenen) wu
negarornyeckmx paboTHUKOB 06 OCHOBHbLIX acnekTax MHgopMaLumoHHon 6e3onacHoCcTL.

MeToanyeckme  pekomeHOauUUW MNO3BONSAT  OOWeobpas3oBaTeNnbHbIM  OpraHU3auusiM U opraHam,
OCYLLECTBMAIOLWMM yNpaBreHne B cepe 0Opa3oBaHWsi, akTyanmsampoBaTb yXKe UCNOoNb3yemMble U pasMeLLeHHble
MH(OPMAaLIMOHHbIE MaTepuarbl, Tak U MOArOTOBUTb UX B Cry4yae WX OTCYTCTBMS C YYETOM Jy4lUMX MPaKTUK U
pekomMeHaaunin.

B pamkax MeTogmyecknx pekoMeHgaunn paccMaTpuUBaoTCs cnegyowmne NHCTPYMEHTDI:

1. NHPOPMALIMOHHbIE CTEHAbI;

2. othmumanbHble NHTEPHET-PECYPCI;

3. cpeacTBa MaccoBov MHGOpMaLMK (LUKOMNbHbIE Fra3eThl, Negarormyeckme u3gaHus n gpyrue).

UHdopmaLMoHHbIe cTeHAbI
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Ha wuHdopmauunoHHbIX cTeHgax B 00ueobpasoBaTenibHbIX OpraHu3auusix, pacrofioXeHHbIX B done
yypexaeHun n B kabuHeTax, OCHALLEHHbIX MEepPCOHANbHbIMW YCTPOWCTBaAMWU ONS BbiXxoda B ceTb "VIHTEpHeT",
peKoMeHOyeTCsi pa3MecTUTb WH(OPMALUMOHHbIE MaMsATKW, CoAepXKallMe OCHOBHble COBETbI MO ObecnevyeHuto
NMHpopMaLMOHHONM 6e30NMaCHOCTU yYaLLMXCA.

B npunoxexHun N 1 k MmeTognyeckum pekoMmeHgaumaMm npeacraBneH obpasel, namaTkyi Ans pasMeLleHns Ha
NMHPOPMALIMOHHBIX CTEHOAX.

CpeacTtBa maccoBoW uHcgopmaumnm

B cpeactBax maccoBon MHOpMauun, OPUEHTUPOBAHHLIX Ha OBy4YaloLMXCS, PEKOMeHOyeTCa B TeyeHue
y4yebHOro roga perynspHo nybnukosatb MH(OPMaLUOHHbIE MaTepuarbl, NOCBSALLEHHblEe OTAENbHbIM acrnekTam
nHdopMaLMOoHHON 6e30NacHOCTM, a Takke pas3nuyHble NaMATKM obLLero xapakrepa.

B cpeactBax maccoBov MHGOpMauMWM, OPUMEHTUPOBAHHLIX Ha Mejarornyeckylo  obLeCTBEHHOCTb,
pekoMeHAyeTCs B TeuyeHue KarneHgapHoro roga perynspHo nybnukosaTb WHMOPMaLMOHHbIE MaTepuansl,
MOCBSILLIEHHbIE OTAEeNbHbIM acnektam WHGOpPMaLUMOHHON 6e30NacHOCTU Kak HEeCOBEpPLUEHHONETHUX, Tak W
obleobpasoBaTenbHbIX OpraHu3auun, a Takke pasnuMyHble namatkn, 0630pbl  HOPMAaTUBHO-MPaABOBOrO
perynMpoBaHus gaHHou cdepbl U MHPOPMALIMIO O aKTyanbHbIX MEPONPUATUSX U COBLITMAX B JaHHON cdepe.

B xopme npoBegeHusi EguHoro ypoka no 6esonacHoctu B cetu "MIHTEpHeT" pekomeHayeTcs obecneyntb
BbIMYCK TEMaTMYeCKOro BbiNMycka cpeacTBa MacCoBOM WMHGOpMauun nmbo cepum nybnukauuii, cpeam KOTopbixX
pPacCMOTPETb OpPraHM30BaHHbIE MEPONPUSTUS ANA oby4yaloWmxcs, ux pogutenen (3akOHHbIX NpeacTaBuTenem) u
negarorMyeckor ooLLeCTBEHHOCTH.

OdmumanbHble UHTepHeT-pecypcbl

O6weobpasoBaTenbHbIM OpraHn3auMsiM pPEeKoMeHIyeTCcs Ha CBovX oduumanbHbiXx WHTepHeT-pecypcax
obecneunTb (OYHKLMOHMPOBaHWE CaMOCTOSITENILHOIO W creuvanvaMpoBaHHoro pasgena "MHdopMaunoHHas
Ges3onacHoOCTL", B pamMkax KOTOpPOro NpeaycMoTpeTb pa3MeLleHne crieaytoein nHopMaumu:

N Paspen/nogpasgen | ®opmat npeacraeneHns CopepxaHne maTepuarnoB
MaTepuarnos
1. |INokanbHble Konun ookymeHTOB B PasmelyatoTca konum JOKYMEHTOB, T.€.

HOpMaTuBHbIEe akTbl B | popmate *PDF CKaHVPOBaHHbIN BapuaHT JOKYMEHTa,
chepe obecneveHus COOTBETCTBYOLLMI TpebOOBAHUAM K
MHdOPMaLIMOHHON napamMmeTpam CKaHMPOBaHMS.
GesonacHoCcTU Pa3meLLatoTcst LOKYMEHTbI,
obyvatomxcs pernaMeHTUpyoLmne opraHm3aumio n

paboTy ¢ nepcoHanbHbIMN AaHHBLIMY,
nnaHbl MeponpusTU No obecneveHunto
WMHOopPMaLMOHHO Be30NacHOCTU
obyvarLwmxcsa u gpyrue.

2. |HopmatuBHoe Konun ookymMeHTOB B My6nukytoTca akTyanbHble CBeAEHUS O
perynupoBaHue ¢opmate *PDF deneparnbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax opraHoB BnacTu v gpyrue
HOPMaTUBHO-MPaBOBbIE JOKYMEHTB,
pernaMmeHTupylowmne obecneyeHne
MHOopMaLMOHHO Be30NacHOCTU
HecoBepLUeHHOoNeTHMX. [lonyckaeTcs
BMECTO KOMUI pasMellaTb rmnepcehbiniki Ha
COOTBETCTBYIOLLNE AOKYMEHTbI Ha canTax
OpraHoB rocyfapCTBEHHOW BNacTu.

KOHcyanaHTﬂnmc www.consultant.ru CrtpaHuua 3 u3 15

HageXHasi npaBoBas noaaepxka



<Mucemo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpasneHun nHdopmauum”
(BMecTe ¢ "MeToamyecknmn pekomeHgaumusimm o...

[okymeHT npegocTtaBneH KoHcynbTaHTlnoc
[ata coxpaHeHnus: 25.05.2018

3. |Meparormnyecknm TeKkcT Ha cTpaHuue Pasmelyatotca metoguyeckme
paboTHWKam caunta pekoMeHaaumn N ykasbiBaeTcsl
Konun ookymeHTOB B WHopMaLmMsa 0 MeponNPUATUSX, NPOEKTax
¢opmate *PDF W nporpaMmmax, HanpasBneHHbIX Ha

NnoBbILLEeHEe MHOPMALIMOHHON
rPamMoTHOCTM NeJarormyecknx paboTHNKOB.

4. Obyuatowmnmes TekcT Ha cTpaHuue PasmelaeTca nHdopMaunoHHasa namsTka
canTa (npunoxenue N 2) n ykasbiBaeTcd
WMHopMaLnNa 0 MeEPONPUATUSIX, MPOEKTax
W nporpaMmmax, HanpasfieHHbIX Ha
NoBbILLEHWNE MHOPMALIMOHHON
rPamMoTHOCTM 0By4YatoLmMXCS.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuLe PasmellaeTca nHgopMalnoHHasa namsTka
npeacTaBuUTENsaM) caunTa (npunoxeHue N 3).
obyuvatomxcs

6. |[Oetckne 6esonacHble | TekcT Ha cTpaHuue PasmewaeTcs nHdopmauus o
canTbl canta peKoMeHOyeMbIX K UCMOMb30BaHNIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
OaHHepbl 6e30nacHbIX 4ETCKUX CalToB.

OpraHam, ocyLLeCTBNSAOLWUM yrpaBrneHue B coepe obpa3oBaHUs, peKkOMEHOYETCst Ha CBOMX oduumnanbHbIX
MHTepHeT-pecypcax obecneuntb (PYHKUMOHMPOBAHWE CaMOCTOSATENbHOIO W CreLManu3MpoBaHHOrO pasaena
"MndopmanmoHHas 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMOTpeTb pasMeLleHme crieqyoLlen nHdpopmaumm:

Mpunoxexne N 1

MAMATKA )
ANSi OBYYAIOLLMXCS OB UHPOPMALIMOHHOW BE30MACHOCTY ETEW

HENb3A

1. Bcem nogpsig coobuwiate CBOK 4acTHY MHopMauuio (HacTodawme umsi, ddamunuio, TenedoH, agpec,
HOMEp LLKOSbI, a Takke dpoTorpadunm CBOU, CBOEN CEMbM U APY3EN);

2. OTKpbIBaTb BIIOXEHHbIE (hanribl SNEKTPOHHOM NOYTLI, KOrda He 3Haellb OTNpaBuTens;
3. MpybuTb, NpuanpaTbCs, Oka3biBaTb AaBIEHNE - BECTU cebsl HEBEXITMBO U arpeCcCuBHO;
4. He pacnopsikanca geHbramm TBOern cembm 6e3 paspeLleHns cTapLlumnx - Bcerga cnpaiuvBan pogutenem;

5. He BcTpevancs ¢ VIHTepHeET-3HAaKOMbIMW B pearnbHOW XWU3HU - MOCOBETYMCHA CO B3POCMbIM, KOTOPOMY
AoBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaewb o cebe Henpaeay B VIHTepHeTe - coobLWM 06 3TOM CBOMM POAUTENSM
UM oneKkyHawm;

2. MNpwurnawwatoT nepenuceiBaTbCs, Urpate, 0OMeHMBaTLCS - MPOBEPb, HET NN NOABOXA;

3. HesakoHHoe konupoBaHue dannos B VIHTEpHeTe - BOPOBCTBO;
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4. Bcerpa paCCKa3bIBaVI B3pPOCI1bIM O npo6nemax B CE€TU - OHM BCerga nomMoryT;

5. Ncnonb3yn HacTponkn 6e30nacHOCTM M NPUBATHOCTU, YTOObI HE MOTEPATL CBOU aKKayHTbl B COLICETSX U
ApYyrvux nopranax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenen;
2. MNonbayelubca VIHTEpPHET-UCTOYHUKOM - [ierial CCbIfKY Ha Hero;
3. OTKpbIBaM TONBKO T€ CChISIKK, B KOTOPbLIX YBEPEH;
4. O6waTtbCcs 3a NOMOLLbIO B3POCIIbIM - POAUTENM, ONEKYHbI U adMUHUCTPaLNsSi CAanTOB BCErga nomoryr;

5. MNponagn obyyeHne Ha canTe "CeTeBMYOK" M NOMYyYM NacnopT LMdPOBOro rpaxgaHuHal

Mpunoxexue N 2

WHO®OPMALIMOHHAA NAMATKA
Ana ObYYAKOLWWKXCA AnA PASMELLEHUA
HA O®ULIMATIbHbBIX UHTEPHET-PECYPCAX

C KaxgblM rogom MoIiogexu B MHTEpPHETE CTAaHOBUTLCA Oonblle, a WKOMbHUKA OOHN U3 CaMbIX aKTUBHbIX
nonb3oBartenen PyHeTa. Me>|<p,y T€éM, MNOMMUMO OIFpOMHOIo KoJm4yecTtBa BO3MOXHOCTEWN, WHTEPHET HECEeT U
I'Ip06ﬂeMbI. OTa namsTka JoJmkHa nomoyb Tebe 6e3onacHO HaXOAMUTLCS B CETU.

KomnbloTepHblie BUPYCbI

KoMmnbloTepHbIA BUPYC - 9TO PasHOBMOHOCTb KOMMbLIOTEPHBLIX MPOrpaMm, OTNNYUTENBHOW OCOBEHHOCTbLIO
KOTOPON SABMNSETCA CMNOCOOHOCTb K pasMHOXeHuio. B gononHeHne k 3aTomy, BMpYCbl MOryT MoBpeduTb WU
MOJSIHOCTbIO YHUYTOXUTb Bce haiinbl U AaHHble, NMOAKOHTPOSIbHbIE MONb3oBaTesNio, OT MMEHM KoToporo Obina
3anylleHa 3apaXKeHHasi NporpaMmMa, a Takke NMoBpeanTb UMK AaXKe YHUYTOXUTb OnepaumoHHYo CUCTEMY CO BCEMU
chaiinamu B LesnioM. B GonbLUMHCTBE Crly4aeB pacnpoCTPaHSATCA BUPYChl Yepes MHTEPHET.

MeToabl 3aLMThl OT BPEAOHOCHbIX MPOrpamm:

1. VlCI'IOJ'Ib3yl7I COBpeMEHHble onepaunoHHble CUCTEeMbl, WUMeLline Cepbe3HbIl7I YpOBE€Hb 3alinTbl OT
BPEOOHOCHbIX NMporpamMmm;

2. MocTosHHO yCTaHaBnuBan nayvyTn (LUMdpoBble 3annaTku, KOTOpble aBTOMaTU4YeCKM YCTaHaBMnMBAKTCSH C
uenobo aopaboTku nporpammbl) U Apyrme OOHOBNEHWS CBOEW OnepaumoHHOM cucTembl. CkauymMBal UX TONbKO C
oduumnanbHoro canta paspabotumka OC. Ecnu cylecTByeT pexxum aBToMaTn4eckoro 06HOBMEHUS, BKITHOYUN €ro;

3. PaboTan Ha cBoeMm KOMMNbOTEPE Noa npaBamMu nosib3oBaTtend, a He agMUHUCTpaTopa. 3OT0 He no3BonNUT
60]'IbL1JVIHCTBy BPEOOHOCHbIX NporpaMmm MHCTanmMpoBaTbCA Ha TBOEM NepCcoHasibHOM KOMMNbHOTEPE;

4. Vcnonb3y aHTUBUPYCHblE MpOrpaMMHblE NPOAYKTblI M3BECTHbLIX NPOWU3BOAUTENEN, C aBTOMAaTUYECKUM
obHoBnNeHneM 6as;

5. OrpaHnyb 13nYecKunii 4OCTYN K KOMMNbIOTEPY OISl TOCTOPOHHUX JNLL;

6. Vicnonb3yn BHeLWHWE HOCMTENN MHOPMaLUMK, Takne Kak dnewuka, ANCK nnu ann u3 MHTepHeTa, TONbKO
13 NPOBEPEHHbIX NCTOYHMKOB;
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7. He oTkpbiBan KOMMblOTEPHble (painbl, NOMyyYeHHble U3 HEHaAEXHbIX UCTOYHWMKOB. [axe Te dpainel,
KOTOpble npucran TBOW 3HaKoMbIN. Jlyylle yTOYHU y Hero, oTnpaensan nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTO He BuA nepefayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuuwb OpeHa, mapka. Ewe B 1991 roagy
Huagepnanackass KomnaHus 3apeructpupoBana 6peHg "WECA", 4to o6o3Havano croBoco4veTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcs Kak "becnpoBogHasi TOYHOCTb".

[o Hawero BpemeHu folwna gpyras abbpeBuaTtypa, KoTopasi SBMSieTCs TakoW e TexHonornen. 310
abbpesunaTtypa "Wi-Fi". Takoe Ha3BaHue GbINO JaHO C HAMEKOM Ha CTaHOAPT BbICLLEN 3BYKOBOM TexHMKKU Hi-Fi, yto
B NepeBoe 03HayaeT "BbICOKas TOYHOCTL".

[a, GecnnaTHbIn MHTEPHEeT-A0CTYyNn B Kacbe, oTendax M asponoptax dABnAeTCA OT/INYHON BO3MOXHOCTbIO
BblXO04a B UHTEPHET. Ho mHorve 9KCMNepPTbl CHMNTAIKOT, YTO O6Ll.l,e,El,OCTyFIHbIe Wi-Fi ceTn He aensitoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTM paboTbl B 06wenocTynHbix cetax Wi-fi:

1. He nepepaBai cBOlO nu4YHylo WHopmauuto yepes obwepoctynHele Wi-Fi cetn. Pabotas B HuX,
)XenaTtenbHO He BBOAMTL Naponuv AOCTYNa, JIOTMHbI U KaKMe-TO HOMepa;

2. Vcnonb3yi n 06HOBNANW aHTUBUPYCHbIE NporpamMmbl U 6paHamayep. Tem cambiM Tl 06e3onacullb cebsi oT
3aKayku BMpYyCa Ha TBOe YCTPONCTBO;

3. Mpu ucnonbzosaHum Wi-Fi oTkntoum doyHkumio "O6Lwmn gocTyn k parnam u npuHtepam”. JaHHas dyHKLmMs
3aKpblTa MO YMOMYaHWIO, OJHAKO HEKOTOpble MONb30BaTENW aKTMBUPYKT ee Ans yaobcTBa MCMNONb30BaHUSA B
paboTe nnu yyebe;

4. He ncnonb3syn nyonunynbii WI-FI ons nepegaym nyMyHbIX AaHHbIX, HANpUMMep Ans BbiXxo4a B coumarbHble
CETU UMW B SNEKTPOHHYIO MOYTY;

5. Vicnonb3yn Tonbko 3awmuieHHoe coeguHeHune vepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum gyHkumio "lMogkntouveHne k Wi-Fi aBTomaTtuueckn". He ponyckam
aBTOMaTU4ECKOro noAknoyeHus yctponcrtea k cetam Wi-Fi 6e3 TBoero cornacusi.

CouuanbHble ceTn

CoumarnbHble CeTU akTVBHO BXOAAT B HaLUy XW3Hb, MHOTME nMioan paboTalT M XMBYT TaM MOCTOSIHHO, a B
Facebook yxe 3apermctpupoBaH MUINMapL YErioBEK, YTO SBNSAETCA OOHOW CEAbMOM BCEX XUTENen nraHeTbl.
MHorve nonb3oBaTenu He MOHMMAOT, YTO MHGPOPMAaLMS, pasMeLLeHHass MU B COLMarbHbIX CETSX, MOXET OblTb
Ha|7|,u,eHa M ncnonb3oBaHa Kem yrogHo, B TOM 4ucrie He obs3aTenbHO ¢ bnarumm HaMepeHUaMHn.

OCHOBHbIe COBEThI N0 6€30MNacHOCTU B COLManbHbIX CETSX:

1. OrpaHunydb cnvcok gpysen. Y 1ebs B opy3bsax He AOIMKHO BbITb CryYanHbIX U HE3HAKOMbIX JTHOAEMN;

2. 3awumuar cBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, AaTy TBOEro poXaeHus 1
OPYrylo NUYHY0 MHdopMaLmio. 3NOyMbILLIEHHUKM MOTYT MUCMONb30BaTh Aaxe MHAOPMaLUI0 O TOM, Kak Tbl 1 TBOU

poauTenn nnaHnpyeTe npoBeCTU KaHUKYIbI;

3. 3awmwan cBoto penyTauuio - AepXu ee B YNCTOTE U 3agaBan cebe Bonpoc: xoten Obl Thbl, YTOObI gpyrve
nonb3oBaTenun BUAENW, YTO Thl 3arpyxaewwb? Mogyman, npexage Yem 4To-To onybnmkoBaTth, HAaNUcaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuvLlb C NtoabMU, KOTOPbIX HE 3HA€ELlb, HE MCI'IOJ'IbSyl‘/‘I CBO€ pearibHOe UMA U OpYryro JINYHYHO
I/IH(bOpMaLI,I/II/IZ NMA, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. N3beran pasmelleHusa dotorpadmn B IHTEpHETE, rae Tl M306paXKeH Ha MECTHOCTU, MO KOTOPOW MOXHO
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onpenenintb TBOE MECTONMOJIOXKEHNE;

6. MNpwn peructpaumm B coumanbHON ceTn HEOOXOAMMO MCMONb30BaTh CIIOXHbBIE NAaponu, cocToswwme 13 Oyks
N uMdp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumnanbHOM CEeTU, NOYTbI U apyrnx canToB HEOOXOAMMO MCMOMb30BaTh pa3Hble naponu. Torga ecnn
Tebs B3nomatoT, To 3J10yMbILUNEeHHUKN nony4aT AO0CTYN TOJIbKO K OQHOMY MECTY, a HE BO BCe Cpaady.

ONeKTPOHHbIe AEHbLIN

3HeKTp0HHbIe OEeHbIN - 3TO O4YeHb yﬂ,OﬁHbIﬁ cnocob nnartexemn, ogHako CyLeCTBYHOT MOLUEHHUKHN, KOTOpPbIE
XOTAT NMONYYUTb 3TN AEHbIN.

OneKTPOHHbIE AeHbIM MOSIBUIIMCL COBCEM HEAABHO U MMEHHO M3-3a 9TOr0 BO MHOMMX rocydapcTBax Ao CUX
Mop He NPOMICaHO NPO HUX B 3aKOHaX.

B Poccun xe oHu (byHKLIMOHI/IpyI'OT N 0 HUX yXe NponncaHo B 3aKOHe, rae ux pasaendrT Ha HeCKOJbKO
BWOOB - aHOHMMHblE N HE aHOHWMHble. PasHMua B TOM, Y4TO aHOHWMHbLIE - 3TO Te, B KOTOpPbIX pa3pelLiaeTcH
npoBOAuUTbL onepauunn 6e3 I/ILI,eHTVICbI/IKaLI,I/II/I nonb3oBatend, a B HEaHOHUMHbIX Mﬂ,eHTVI(bI/IKaLI,VIﬂ noJsib3oBaTtens
sBnsieTca 06s13aTEeNbHON.

Takke cnegyeT pasnuuyaTb 3NEKTPOHHble uaTHble OeHbrM (paBHbl rOCY4APCTBEHHbIM BanioTam) U
3MNEKTPOHHbIE HedmaTHble AeHbrM (He paBHbI TOCY4apCTBEHHBIM BanoTam).

OcHoBHbIe coBeTbl No 6e3onacHon pa60Te C ONEKTPOHHbIMN OEeHbramMmu:

1. MpuBSHXKM K CHETY MOBUITbHBIN TeNedOH. ATO cambi yOO0OHbIN M BLICTPLIN CNOCO6 BOCCTAaHOBUTL AOCTYM K
cuety. lMpuBsA3aHHbLIN TenedoH NMOMOXET, ecnu 3alydellb CBOM MAaTEXHbIN Maponb WM 3angellb Ha CanT C
He3HaKoOMOro YCTPOMWCTBA;

2. Wcnonbayin ogHopasoBble naponu. lNMocne nepexoga Ha yCUIEHHYK aBTopusauuio Tebe yxe He bypet
yrpoxaTtb OMacHOCTb KpaXu Unun nepexasaTa nnaTexHoro napons;

3. Bbibepu cnoxHbin naponb. [pecTtynHukam OyaeT He MpOCTO yragaTb CIOXHbIA Maponb. HagexHble
naponu - 3To Naposin, KOTopble coaepKaT He MeHee 8 3HAKOB M BKIoYatoT B cebs CTPOYHbIE M MPONMCHBIE BYKBBI,
undpbl U HECKONbKO CMMBOJSIOB, TakMe Kak 3Hak gonnapa, yHTa, BOCKNMUATESbHbIA 3HaK M T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAW CBOW NNYHbIE JaHHbIE HA canTax, KOTOPbIM HE AOBEpAELlb.
aﬂeKTpOHHaﬂ noyTta

OneKTpoHHas Mno4yTa - 3TO TEXHONOMMs W MPeAOoCTaBIisieMble €0 YCNyru Mo MNepecbiike U MNoMy4YeHuio
3MEKTPOHHbIX COOOLLEHNI, KOTOpble pacnpenensitoTcs B KOMMNbloTepHON ceTh. OBbIYHO 3MEKTPOHHBIN MOYTOBBI
AWMK BbIMAOUT credylolmm obpa3oM: MMs_nosfib3oBaTens@vmsi_AoMeHa. Takke Kpome nepedayn MpocToro
TEKCTa, UMeeTCsl BO3MOXHOCTb NepeaaBath aiinbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe C 3NEKTPOHHON NOYTON:

1. Hapo BbiGpaTb npaBuWrbHbIA MOYTOBLIA CepBUC. B WHTepHeTe ecTb OrpoMHbIA BblOOp GecnnaTHbIX
MOYTOBbLIX CEPBMCOB, OAHAKO fyylle JOBEPATL TEM, KOTO 3HAELUb U KTO NEPBLIN B PENTUHTE;

2. He ykasblBan B JIMYHOW MNOYTE€ JNWUYHYKD  WHopmaumo. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbIvi_aHaT@" unm "pok2013" Bmecto "temal3";

3. Vcnonbayi gByxaTtanHyto aBTopusaumio. ATo korga NoMUMO Maposs HY>KHO BBOAWTb KO, MPUCLINIAEMbI
no SMS;

4. Bbibepy CnoxHbIn naposb. [Nsi KaX4oro NoYTOBOro sLMKa JOIMKEH ObiTb CBOM HAOEXHbIN, YCTOMYMBBIN K
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B3M1IOMY Napornb;
5. Ecnn ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW fIMYHbIA BOMPOC, NCMOMb3YN 3Ty BO3MOXHOCTb;

6. V|CI'IOJ'Ib3yIZ HECKOJ1bKO MOYTOBbLIX ALLUKOB. I'IepBb||7| Ans YacTHOM nepennckn ¢ agpecaramu, KOTOpbiM Tbl
aoBepdAellb. 310 SJ'IeKTpOHHbII;I ajpec He Hago MUcnofib3oBaTb Npu perncTpaunm Ha cbopymax n canTax;

7. He oTkpbiBan thannbl 1 gpyrme BrOXEHNA B NUCbMax, faXe ecrnv OHW NpPULLINN OT TBOMX Apy3en. Jlydwwe
YTOYHM Y HUX, OTNPABIIANN N1 OHKU Tebe 3T dannel;

8. Nocne okoH4YaHus paboTbl Ha MOYTOBOM CEpPBUCE Nepen 3akpbITUEM BKIALKU C CAnTOM He 3abyab HaxaTb
Ha "Bbintn".

KnbepO6ynnuHr unu BupTyanbHoe nsgeBarefibCTBO

KubepbynnuHr - npecnegoBaHue cOOOLLeHUSMN, copepXaliumm ockopbrneHus, arpeccuio, 3anyruBaHue;
XYNUraHCTBO; coumarnbHoe O0MKOTUPOBAHME C MOMOLLbIO Pa3fMYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeThl No 6opbbe ¢ knbepbynMHrom:

1. He 6pocanca B 6on. Jlyqwmin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, €CNN HET TOro, K KOMY MOXHO
06paTnTbCs, TO BHavarne ycnokomTees. Ecnm Tbl HaYHelb oTBeYaTb OCKOPONEHUSMN Ha OCKOPOMEHUsl, TO TONbKO
elle 6onblue pasoxokellb KOHGIUKT;

2. YnpaBnan cBoen knbeppenyTtaumen;
3. AHOHUMHOCTb B CeTM MHMMast. CyLLecTBYHOT CNOCOObI BbISICHUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTonT BEcTu XynuraHckui obpas BUPTyanbHOWM XWU3HWU. VIHTEpHET chuKcupyeT BCe TBOM OEWCTBUSA U
COXpaHsAeT ux. YaanuTb ux OyaeT KpanHe 3aTpyAHUTENBHO;

5. Cobniogan cBol BUPTYyaribHYH YECTb CMOSIOAY;

6. VrHopupyin eguHuYHbIA Heratue. OpgHopasoBble OCKOPGUTENbHblE COOGLLEHUS Nydlle WUrHOpUpOBaTb.
O6bIYHO arpeccusi NpekpallaeTcs Ha HayanbHOM CTaanu;

7. baH arpeccopa. B nporpammax obmMeHa MrHOBEHHbIMU COOGLLEHUSIMU, B COLMANbHBIX CETSX eCTb
BO3MOXHOCTb GIIOKMPOBKU OTNPaBKM COOBLLEHWIA C OnpeaereHHbIX aapecos;

8. Ecnu Tbl cBngeTenb KM6ep6yJ'IJ'IVIHFa. Teou gencreus: BbICTYNUTb NPOTUB NpecnegoBaTtend, NokasaTb emy,
YTO ero AencTBuMS OLEHMBAKOTCS HeraTUBHO, nogaepXatb KepTsy, KOTOpOIh HY>XHa ncuxonorndyeckasda nomMolLlb,
coobLWmnTL B3pPOCI1bIM O (*)aKTe arpeccmBHOro noeegeHna B CeTu.

Mo6unbHbIN TenedgoH

COBpeMeHHbIe CMapT(bOHbI M NNaHweTbl coaepxXaTt B cebe BnonHe B3pOC.I'IbIl71 (byHKLI,VIOHaJ'I, N TeEnepb OHU
MOryT KOHKYypuMpoBaTb CO CTaUMOHaPHbIMMU KOMMNbOTEPAMU. OpHako, cpencTBs 3alnTbl Ana noao6HbIX yCTpOIZCTB
NnokKa o4eHb MaJlo. TeCTI/IpOBaHI/Ie N NMOUCK yﬂ3BVIMOCTeIZ B HUX NPOUCXOOUT HE TaK MHTEHCUBHO, KaK aA5A MK, To xe
camoe KacaeTcs U MOBUIbHbIX I'IpVIJ'IO)KQHVIVI.

CoBpeMeHHble MobOunbHble Gpay3epbl  Y)Xe MNpPakTUYEeCKM [OrHamm HacTofbHble aHanoru, OgHako
pacwmpeHre yHKLMOHanNa BrieyeT 3a co60m BOMbLUYI0 CITOXHOCTb U MEHbLLYH 3aLUULLEHHOCTb.

[aneko He Bce npon3sognUTeNIN BbIMYyCKakOT oBOHOBNEHNS, 3aKpbiBawWMne KpUTUHECKnEe yA3BUMOCTU AOnd
CBOUX YCTpOVICTB.

OcHoBHble coBeThbl 4nsi 6e30nacHOCTU MOBUIbHOro TenedoHa:

Hunyero He saBnsetcs no-HacrtoALwemy OecnnaTtHbIM. Ey,El,b OCTOpOXEeH, Bedb Korga Tebe npegnaratwT
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GecnnaTHbIA KOHTEHT, B HEM MOryTt ObITb CKPbITbl KakKme-TO niaTHbIe YCIyru;,

HOyman, npexge yem oTtnpaBuTb SMS, doTo unu Bnaeo. Tbl TOYHO 3HaELb, rAe OHM OyayT B KOHEYHOM
utore?

Heobxoanmo 0OHOBNSATL ONEpPaLNOHHYI0 CUCTEMY TBOEro cMapTdOHa;
Mcnonb3yii aHTMBUPYCHbIE NporpaMmbl Anst MOBUIbHBIX TeNnedgoHOoB;

He sarpyxaii nNpunoxeHuss OT HEWU3BECTHOrO WCTOYHMKA, Bedb OHM MOrYT coaepXaTb BpenoHOCHOe
nporpamMMHoe obecneyeHue;

Mocne Toro Kak Tbl BbIMAELWb C CanTa, rae BBOAUN NNYHYI0 MHGOPMaUMIo, 3aiaM B HAacTporikn Bpay3epa u
yaanu cookies;

Mepuognyeckm NpoBepsn, kakne nnaTHble YCnyrn akTuBUpOBaHbl HA TBOEM HOMEPE;

[aBaii ceon Homep MOBUIbLHOrO TenedoHa TOMbKO N0AAM, KOTOPbIX Tbl 3HAELLb U KOMY AOBEpSeLLb;

Bluetooth gomxkeH BbITb BbIKMOYEH, KOrga Tel UM He nonb3yelbes. He 3abbiBan nHorga npoBepsATb 3T0.
Online urpbl

CoBpeMeHHble OHMalH-Urpbl - 3TO KPaCoYHble, 3axBaTbiBalOLMe pasBrievyeHusi, 00beavHsAoWMe COTHU
TbICSIM YenoBek Mo Bcemy mupy. Vrpoku mccriedytoT AaHHbIi UM MUp, obLiaroTcs Apyr C APYroM, BbIMOSHSHOT
3aJaHusl, CPaXKalTCs C MOHCTPaMU 1 MOSy4atoT ONbIT. 33 YAOBOMbCTBME OHM MATAT: MOKYMNakT ANCK, ONfavynBatoT
aBoHEeMeHT unu NprobpeTatoT Kakmne-To onuum.

Bce atu cpenocrtea MOyt Ha nogaepXaHume wu pas3Butme urpbl, a TaKke Ha CcaMy ©e30nacHoOCTb:
COBEPLUESHCTBYHOTCA CUCTEMbI aBTOPU3aLUKN, BblMYyCKalOTCA HOBble naTyu (Ll,l/l(prBbIe 3annaTtkm and I'IpOFpaMM),
3aKpbIBAKTCA yA3BMMOCTN CepBEPOB.

B nogo6HbIx nrpax CTouT onacatbCA He CTOJIbKO CBOMUX COMEPHUKOB, CKOJIbBKO KpaXW TBOEro napond, Ha
KOTOpPOM OCHOBaHa cuctemMa aBtopusaumnm OonblUMHCTBA urp.

OcHoBHble coBeThbl N0 6e30MacHOCTM TBOENO UrpoBOro akkayHTa:

1. Ecnn gpyron urpok Beget cebsi nnoxo unm co3gaet 1ebe HenpusiTHOCTK, 3abnokuMpyh ero B Crnmcke
UrPOKOB;

2. I'Iomanyﬁcq agMUHUCTPaTopam Urpbl Ha MNyoxoe noBeaeHme 3Toro Urpoka, XenarteribHoO NPUIoXnTb Kakmne-
TO OOoKa3aTesibCTBa B BUae CKPUHOB;

3. He ykasbiBan nn4Hyo MHopmauuio B npodainne urpbl;
4. YBaxan Apyrmx y4acTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodmumarnbHble NaTym U Mogbl;

6. cnonb3yi cnoxHble 1 pasHble Naponu;

7. Oaxe BO BpemMA Urpbl He CTOUT OTKIKOYaTb aHTUBUPYC. Moka Tbl urpaellb, TBOM KOMMbOTEP MOTYyT
3apa3nTb.

DULIMHI UMK KpaXka NUYHbIX AaHHbIX

O6bI4HOM Kpa)KeVI OeHer n OOKYMEHTOB CerogHA yXe HUKOro He yamBullb, HO C pa3BUTUEM UHTEPHET-
TEXHOMOornm 3J10YyMbILUNEHHUKN NepeMeCTUIminCb B UHTEPHET, 1 NPOA0IDKaT 3aHMMaTbCA "nobumMsiM" genom.
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Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLUEHHNYECTBA MU (PULLIMHF, FMaBHas Lefb KOTOPOro COCTOUT B
nony4yeHun KoHUaeHUnanbHbIX AaHHbIX Nonb3oBaTenen - norMHoB W naponen. Ha aHrnunckom 4asbike phishing
ynTaeTcs kak puwwmHr (ot fishing - peibHas noens, password - naponb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLNHIOM:

1. Cneawn 3a ceoum AKKayHTOM. Ecnu Thl nogo3peBaellb, YTO TBOA aHKeTa Oblna B3nomaHa, To He06x0aAMMO
3a6J'IOKI/IPOBaTb ee n coobwnTb agMUHUCTpaTopam pecypca 00 3TOM Kak MOXHO CKopee,

2. Nicnonb3yn 6e3onacHble BeO-calTbl, B TOM YACIE, MHTEPHET-Mara3nHoOB 1 NMOUCKOBLIX CUCTEM;

3. |/|CI'IOJ'Ib3yIZ CIOXHble W pa3Hble naponu. Takum o6pa30M, ecnn Tebs B3nomaiT, TO 3J10yMbILUNEHHUKN
nony4art goCTyn TOJ1IbKO K O4HOMY TBOEMY ﬂpO(bI/IJ'II'O B CE€TH, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To He06X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble AobaBneHbl y Tebs
B Opy3bsiX, O TOM, 4YTO Tebs B3nomManu 1, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbiiatbCs Cnam U CCbIKM Ha
ULINHroBbIE CanThl;

5. YcraHoBu HagexHbii naponb (PIN) Ha MOGUNbHBIM TeNnedoH;
6. OTkItouM coxpaHeHne napons B Opaysepe;

7. He oTkpbiBan dannbl U gpyrne BRNOXeEHUs B MUCbMax, AaXe eCcriiv OHW MPULLINKM OT TBOMX Apy3en. Jlydie
YTOYHM Y HUX, OTNPABAANN N1 oHN Tebe aTn hanneol.

LndpoBas penyTtauus

LincbpoBas penytaums - 3T0 HeraTMBHas vnm NO3nTUBHas uHdopmaums B cetu o Tebe. KomnpomeTtupytowas
nHdopmaums, pasMeLleHHas B MHTEepHeTe, MOXET cepbe3HbiM 0Bpa3oM OTpasnTbCA Ha TBOEN pearibHOW XU3HW.
"Lincpposas penytauma” - ato TBON UMUK, KOTOPbIM chopMUpyeTcs U3 nHopmaumm o Tebe B MHTEPHETE.

TBOE MECTO XWUTENbCTBA, yqe6b|, TBOE (*)VIHaHCOBOG nonoxexHne, ocobeHHOCTU XapaKktepa U pacckasdbl O
GrM3KKuX - BCe 3TO HaKanMBaeTCs B CETU.

MHorne nogpocTKM NErkoMbICIIEHHO OTHOCATCA K nybnukaumm nuyHom uHgopmauum B WHTepHeTe, He
NMOHMMas BO3MOXHbIX NOCNeacTBUN. Thl faxe He CMOXeLlb AoradaTtbhCsl O TOM, YTo poTorpadus, pasmeLleHHas 5
neT Hasag, cTana nNpuUYMHON OTKasa NpuHATL Tebs Ha paboTy.

KoMmmeHTapuu, pasmeLLeHme TBoux potorpaduin n gpyrme 4enNcTBMs MOryT He UCHE3HYTb Aaxke nocrne Toro,
Kak Tbl X yganuwb. Tbl He 3Haellb, KTO COXpaHuI 3Ty MHGOpMaumio, nonana M oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunach fim oHa, a rMaBHOe: YTO NoaymaloT 0 Tebe OKpyxatoLime NoAKW, KOTopble HangyT U yBUAAT 3T0. Hantu
NHGOPMALMIO MHOTO feT CNyCTA CMOXeT fobon - kak 13 Aobpbix NoByXAEeHUN, Tak N C HaMEepPEHNEM NPUYUHUTL
BpeA. ITO MOXET ObITb KTO YrogHO.

OcHOBHbIE COBETbI MO 3aLmTe UUpPoBON penyTaunm:
1. MNogyman, npexae Yyem 4YTo-To Ny6NMKoBaThb M NepefaBaTth y cebs B 6riore unu B counanbHOM CETH;

2. B HacTponkax npocung ycTaHOBW OrpaHWYeHUs Ha MPOCMOTP TBOEro Npoduns 1M ero COO4epPXXMMOro,
caenamn ero Tonbko "ans apysen";

3. He pasmeluali 1 He ykasbiBan MHGOPMaLMIO, KOTOpasi MOXET KOro-rnmbo ockopbnaTb i obmxarsb.
ABTOpCKOE npaBo

CoBpeMeHHble LUKOSNbHUKM - aKTUBHbIE MONb3oBaTenu LUMdpPoBoro npoctpaHcTea. OgHaKo Aaneko He Bce
3HalOT, YTO TMOSb30BaHME MHOTMVIMU BO3MOXHOCTSIMM UMGPOBOro Mupa TpebyeT cobniodeHusi npaB Ha
WHTENNeKTyasnbHylo COGCTBEHHOCTb.
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TepMI/IH "I/IHTeJ'U'IeKTyaJ'IbHaﬂ cobCTBEHHOCTL" OTHOCUTCH K pPas3nnYHbIM TBOPEHUAM 4erioBe4YeCKoro ywma,
Ha4ynHaa C HOBbIX I/I306peTeHl/IIZ N 3HAKOB, 0603HAYaKLMX COOCTBEHHOCTb Ha NpoAyKTbl U yCInyru, n 3akaH4nBas
KHUramum, (bOTOFpa(bVIﬂMVI, KVIHOd)VIJ'IbMaMVI N My3blKalibHbIMU Npoun3BegeHUAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl0 COGCTBEHHOCTb Ha NMPOU3BEAEHMS Hayku, NMTepaTypsbl
1 UckyccTBa. ABTOPCKME MpaBa BbICTYNAalT B Ka4eCTBE rapaHTuM TOro, YTO MHTENSeKTyarbHbIN/TBOPYECKUIA Tpya
aBTopa He GyaeT HanpacHbIM, 4acT eMy cripaBesiMBble BO3MOXHOCTY 3apaboTaTb Ha pesynbTatax CBoero Tpyaa,
MoNy4nTb W3BECTHOCTb M nNpu3HaHue. HukTo 6Ge3 paspelleHuss aBTopa He MOXeT BOCMPOU3BOAUTL €ro
npov3BefeHre, pacrnpocTpaHsaTe, NybnMyHO AeMOHCTPUMPOBaTh, NpodaBaTb, UMMAOPTUPOBATL, NyckaTb B MPOKaT,
Ny6NMYHO MCMONHATb, NOKa3blBaTb/UCMONHATL B 3dhupe unu pasmelLatsb B VIHTepHeTe.

Mcnonb3oBaHue "nupaTtcKkoro” nporpammMHoro obecnevyeHmst MOXeT NPUBECTU K MHOTMM pUcCKam: OT noTepu
OaHHbIX K TBOMM akkayHTam O GrOKMpOBKM TBOEro YCTPOWCTBA, rae yCTaHOBMeHa HerneranbHas nporpamma. He
CTOUT TakKxe SaGbIBaTb, YTO CYLLUEeCTBYHOT nerasnibHble 1 oecnnaTHble nporpamMmmbl, KOTOpble MOXHO HanTK B CETWU.

O nopTtane

CeTeBMYOK.pdd - TBOM [MaBHbIA COBETYMK B CeTW. 3decb Tbl MOXelWb Yy3HaTb O Ge3onacHocTM B ceTu
MOHATHBIM U JOCTYMHLIM S3bIKOM, @ NMPU BO3HUKHOBEHUW KPUTUYECKOWN CUTyaLumn o6paTUTbCs 3a COBETOM. A Takke
MPUHSATL y4acTMe B KOHKYpCax U cTaTb CambIM LMDPOBBLIM rpaxkaaHuHoM!

MpunoxeHne N 3
NAMATKA 0N POOUTENENA OB UHOOPMALIMOHHOW BE3OMACHOCTU OETEN

OnpeneneHne TepMmnHa "nHdopmMaLumMoHHas Ge3onacHocTb aeTen” copepxutcs B PegepanbHOM 3akoHe N
436-93 "O zawute geten OT MHPOPMaLMK, NPUUUHSAIOLEN Bped WX 340POBbI0 U PasBUTUIO", perynmpyoLmnm
OTHOLLEHMS, CBSI3aHHbIE C 3alMTON AeTeln OT MHhopMauun, NPUUMHSIOLWEN Bped NX 300POBbIO U (Mnn) pasBuTHio.
CornacHo paHHOMYy 3akoHy "wHdopmaumoHHas 6esonacHocTb geTer” - 3TO COCTOsIHME 3allULLEHHOCTW, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIN C NpUYNHEHNEM MHAOPMaLMen Bpeaa nx 340poBbio 1 (Unun) nsmyeckomy,
NMCUXMYECKOMY, YXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®epepansHoro 3akoHa N 436-$3 uHdopmaumen, NpudmHAoLE Bped 3400p0Bbi0 U (MnK) pa3BuUTuio
aeten, aesnsaetcs:

1. HbopMaLms, 3anpeLleHHas Ansi pacrnpocTpaHeHns cpean oeTen;

2. vHdopMauusd, pacnpocTpaHeHWe KOTOpPOM OrpaHMyeHO Ccpeau AeTen OonpederieHHbIX BO3pPacTHbIX
KaTeropun.

3. K uHpopmaummn, 3anpeLLeHHon anst pacnpocTpaHeHus cpeaun AeTen, OTHOCUTCS:

4. nHpopmaums, nobyxaarolias OeTen K COBEPLUEHUIO AEWCTBUN, NPeacTaBMSOWMX Yrpo3y UX XU3HU U
(vnn) 300pOBbI0, B T.4. MPUYMHEHWIO Bpeda CBOEMY 340POBbLI0, CaMOyOMNCTBY;

5. cnocobHoCTb BbI3BATb y neTen xenaHve yI'IOTpe6I/ITb HapKoTn4yeckne cpeacrtBa, NCUXOTpornHbie U (MJ'II/I)
odypMaHuBawLwime Beulecrtsa, TabayHble n3genus, alKkorosibHyr0 U cnuptocoepxallyo npoaykuuo, nmeo U
HanMTKn, mn3rotaBiiMBaemMbleé Ha €ro OCHOBE; MNPUHATb y4YaCTue B a3apTHbIX Urpax, 3aHMMaTbCA I'IpOCTI/ITyLI,VIGVI,
6p0ﬂ,ﬂ)KHVI‘-IeCTBOM nnn I'IOI'IpOLlJaIZHVI‘-IeCTBOM;

6. obocHoBbIBalLWas wunu onpasgbiBaoLad [OMNYCTUMOCTb Hacunusa W (MnM) >KeCTOKOCTU  nnbo
nobyxaatoLas ocyLLeCTBNATb HACUNBbCTBEHHbBIE ENCTBUSA MO OTHOLLEHMIO K NIIOASM U XXKUBOTHbIM;

7. oTpuuawLiada cemMelHble LLEHHOCTU 1 (bOpMVIpleLLl,aﬂ HeyBaXeHune K pogutendam un (I/IJ'IVI) OPYruMm 4reHam

KOHcyanaHTﬂnmc www.consultant.ru Crtpannua 11 n3 15

HageXHasi npaBoBas noaaepxka


https://login.consultant.ru/link/?req=doc;base=LAW;n=216133;fld=134
https://login.consultant.ru/link/?req=doc;base=LAW;n=216133;fld=134;dst=100040

<Mucemo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpasneHun nHdopmauum”
(BMecTe ¢ "MeToamyecknmn pekomeHgaumusimm o...

[okymeHT npegocTtaBneH KoHcynbTaHTlnoc
[ata coxpaHeHnus: 25.05.2018

ceMmby;
8. onpaBabiBatoLLlasi NPOTUBONPAaBHOE NOBEAEHME;
9. cogepxalas HeleH3ypHyto BpaHsb;
10. cogepxallasa nHopmaLnio nopHorpachn4ecKoro xapakrepa.

K uHdopMauuM, pacnpocTpaHeHWe KOTOpOW OrpaHuyeHo cpeau [JeTeil onpederieHHoro Bo3pacTa,
oTHOCUTCS:

1. MH(*)OpMaLI,I/IFI, npencraenaemMas B snage M306pa)KeHVIF| UM onmcaHna XeCTtoKoCTH, (bM3I/|‘-IeCKOFO n (VIJ']I/I)
NCUXNYECKOro Hacunu4, npecTtynineHnd nnmn NHoro aHTMOOLLECTBEHHOIO AENCTBUS;

2. BbI3blBaOWAA y AeTen CTpax, yXac Wnu naHuky, B T.4. NpeAcTaBnsemMas B Buae v3obpaxeHus wnm
ONMCaHUs B YHWXaKLWen 4enoBeyeckoe [AOCTOMHCTBO (popmMe HeHacwunbCTBEHHOW CcMepTH, 3abonesaHus,
camoybuincTea, Hec4HacTHOro cryyas, aBapuu Unu kaTacTpodbl 1 (MNKN) UX NOCNEACTBUNA;

3. npeactaBnsgemMas B BuAe W300paXeHuUs WM OMUCaHWS MOSOBbIX OTHOLUIEHWA MEXAY MY>XYMHON W
>KEHLLMHOWN;

4. copepxallas 6paHHble CnoBa U BbIpaXeHWs, He OTHOCALLMECH K HELLeH3YypHON BpaHu.

C y4eTOM 3TOro Bam npegnararoTca npasuna pa60TbI B CeTun MHTepHeT ana pasfindHbliX BO3PaCTHbIX
KaTerOpVIVI, cobntogeHne KOTOPbIX MO3BOJINT obecneuntb I/IH(*)OpMaLI,I/IOHHYPO 6e3onacHOCTb BalUNX AETEN.

O6wme npaBuna ans pogurenen

1. HesaBucumo oT Bo3pacTta pebeHka MCrnonb3yinTe nporpaMMHoe obecriedeHre, nomMorallee gunbTpPoBaTb
1 KOHTPONMPOBaTb MHAOPMALIMIO, HO He MonaraTecb NOMHOCTLIO Ha Hero. Balle BHUMaHWe kK peGeHKY - rMaBHbIi
MeTO[ 3aLLMUThI.

2. Ecnn Baw pebeHOK MMeeT akkayHT Ha ofgHOM u3 coumanbHbix cepsucoB (LivedJournal, blogs.mail.ru,
vkontakte.ru n T.n.), BHUMATENbHO U3y4UTE, Kakyro MHAPOPMALIMIO MOMELLAIOT €ro y4aCcTHUKN B CBOMX NPOUISX U
6riorax, Bknoyas cotorpadun 1 Buaeo.

3. lMpoBepbTe, C KakuMu OpyrMMyM carWTamy CBA3aH couuwanbHbli cepBuc Bawero pebeHka. CtpaHuuku
Bawero pebeHka moryT ObiTb 6e30MacHbIMU, HO MOTYT M COAEPKaTb CCbIIKM HA HeXernaTenbHbIe U OnacHble CanTbl
(Hanpumep, NOpHOCANT, UM CalT, HA KOTOPOM ApPYr YNOMMHaeT HOMep COTOBOro TenedoHa Bawero pebeHka nnm
Baw pomalwwHui agpec)

4. Moowpsinte Bawmnx geten coobwatb 060 BCEM CTPaHHOM WUIM OTTalKMBAOLWEM N HE CIIMLIKOM OCTPO
pearnpynTte, Koraa OHU 3TO AenaroT (13-3a onaceHus NoTepsATb A0CTYN K NHTepHeTy AeTu He roBOpsT poanTensim
0 npobrnemax, a Takke MOryT Ha4aTb Ucrnonb3oBaTb VIHTEPHET BHE AOMa U LLKOSbI).

5. byabTe B Kypce ceTeBol xM3HN Bawero pebeHka. VIHTepecynTech, KTO ux Apy3bs B VIHTEPHET Tak e, Kak
NHTEepecyeTechb pearbHbIMU OPY3bSAMM.

BospacTt o1 7 go 8 net

B WNHTepHeTe pebeHOK cTapaeTcsd MOCeTUTb Te WIM MHble CalTbl, @ BO3MOXHO W 4aTbl, paspelleHne Ha
nocelleHne KOTOpbIX OH He nonyyun Obl OT poautenen. NosTomy poauTensm OCOOEHHO MomfesHbl OyayT Te
OTYyeTbl, KOTOpble MPEeAOCTaBMATCA MporpaMMaMn MO OFPaHNYEHU0 UCMONb3oBaHWsS VIHTepHeTa, T.e.
PoouTtenbcknii KOHTPOMb UK TO, YTO Bbl CMOXETE YBUAETbL BO BPEMEHHbIX harnax. B pesynbrate, y pebeHka He
OyoeT OLyLleHUs, YTO 3a HUM BeAEeTCH MOCTOSIHHbIA KOHTPONb, OAHAaKO, poauTenu GyayT No-npexHemy 3HaTb,
Kakme canTbl nocewaet ux pebeHok. [leTn B AaHHOM Bo3pacte obnagatT CUMbHbIM YYBCTBOM CEMbW, OHU
OOBEpUYMBbl U He coMHeBalTCcA B aBTopuTeTax. OHM nobAT urpaTb B CeTeBble Urpbl U MyTeLecTBOBaTb MO
UHTepHeTy, UCNonb3ys 3NeKTPOHHYIO NOYTY, 3aX0AUTb Ha CarTbl U YaTbl, HE peKOMeHOO0BaHHbIE pOANTENAMN.
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CoBeThbl No 6e3onacHocTh B ceTu MIHTepHeT ansa aeten 7 - 8 net

1. Cospganite cnucok AOMAaLLUHUX MpaBurl nocelleHust NHTepHeTa npu yyacTum getern m TpebyinTte ero
BbINOMHEHWS.

2. Tpe6y|7|Te oT Bawero pe6eH|<a cobntoaeHns BpPpEMEHHbIX HOPM HaXxoXAeHUA 3a KOMMbTEPOM. Mokaxunte
p866HKy, yTo Bbl HAabNogaeTe 3a HUM He NOTOMY 4TO Bam ato xoueTcs, a NOTOMY 4TO Bbl 6ecnokonTech 0 ero
Ge3onacHOCTU 1 BCceraa rotosbl €My NOMO4b.

3. KomnbloTep ¢ nogknoyeHnem k MHTEpHETY OOIMKEeH HaxOoAMTbCs B OOLWEen koMHaTe nog NpUCMOTPOM
poaouTenen.

4. |/|CI'IOJ'Ib3yﬁTe cneunarnbHble OeTCK1Ue NonckoBble MaLUNHbI.

5. Wcnonb3yite cpeactBa OnokMpoBaHWS HexenaTternbHOro KOHTEHTa Kak AOMOSfIHEHWEe K CTaHgapTHOMY
PoantenbckoMy KOHTPOSHO.

6. Co3fnainTe ceMenHblli NEKTPOHHbIN SLLKK, YTODbI HE NO3BONNUTL AETAM UMETb CODCTBEHHbLIE aapeca.

7. Brnokunpyinte gocTyn Kk caWtam ¢ 6ecnnaTHbIMM NOYTOBLIMU SLLMKAMU C MOMOLLBIO COOTBETCTBYHOLLENO
NporpaMmMHOro obecneyeHus.

8. Mpuyunte geten coseToBaTbCs ¢ Bamu nepea onybnukoBaHvem kakon-nnbo vHgopmauun cpegcrsamm
3NEKTPOHHOW MOYTbI, YaTOB, PErMCTPALIMOHHBIX POPM 1 NpodUnen.

9. Hayunte geTent He 3arpyxaTtb hannbl, MporpaMMbl UnNu My3biKy 6e3 Ballero cornacus.
10. He paspeluante getsiMm ncnosnb3oBaTth CryXObl MTHOBEHHOrO o6MeHa coodLeHnaMM.

11. B "Genbit" cnucok carToB, paspelleHHbIX Ofs MOCELleHUs, BHOCUTE TONbKO CalTbl C XOpOLUeWn
penyTaunen.

12. He 3abbiBanTte 6ecenoBatb ¢ AeTbMU 00 ux Opy3bsax B VIHTepHeTe, Kak ecriv 6bl peyb Lwa o Apy3bsx B
peanbHOW XU3HW.

13. He genaiite "taby" 13 BONpPOCOB MOSIOBON XWU3HW, TaK kak B IHTEpHETE AETU MOTYT JIEFKO HATKHYTLCA Ha
nopHorpaduio nnn cantbl "ans B3pocnbIX".

14. MpwnyunTe Bawero pebeHka coobwaTb Bam 0 NOObIX yrpo3ax unm TpeBorax, CBsA3aHHbIX ¢ VIHTepHeTOM.
OcTaBaviTecb CMOKOWHBIMU U HAaNoOMHUTE OETAM, YTO OHM B GE30MacHOCTM, ecrnv caMu pacckasanu Bam O CBOUX
Tpesorax. [oxsanuTte Nx N NOCOBETYNTE NOOWTM eLle pa3 B NOAOGHbIX Cryyasx.

BospacT geten ot 9 no 12 ner

B paHHOM BO3pacTe AeTu, Kak npaBuMo, yXe HachbllwaHbl O TOM, Kakas WHdopmauus cyuectByeT B
UuTtepHeTe. CoBEPLUEHHO HOPMAnbHO, YTO OHM XOTHAT 3TO YBUAETb, MPOYECTb, ycnbiwaTtb. [1py 3TOM HYXHO
MOMHUTb, YTO AOCTYN K HexenaTenbHbIM MaTepuanam MOXHO rnerko 3abnokupoBaTb MpU MOMOLUM CPeAcTB
Poantenbckoro KOHTPOssi.

CoBeTbl No 6e3onacHocT Anga geten ot 9 no 12 net

1. CospganTe CnNUCOK OOMAalUHMX NpaBunl noceweHns WHTepHeT npu yyacTum peTten m Tpebynte ero
BbINOMHEHWS.

2. TpebywnTte ot Bawero pebeHka cobrnofeHns HOpPM HaxoXaeHUS 32 KOMMNbIOTEPOM.

3. Habnopaite 3a pebeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaXuUTe emy, 4To Bbl GecrnokomTecb 0 ero
Ge30MacHOCTM 1 BCerga rotToBbl OkazaTb €My MOMOLLb.
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4. KomMmnbloTep € nogkntoveHneM B MHTepHeET OOImMKeH HaxoauTbCca B 0OOWEen koMHaTte noA NPUCMOTPOM
poavTenen.

5. Wcnonbsynte cpeactesa GrnokMpoBaHUA HeXernaTenbHOro KOHTEHTa Kak AOMOfIHEeHWEe K CTaHAapTHOMY
PoauTtensckomy KOHTPOTSHO.

6. He 3abbiBailTe NpuvHMMaTbL HEMOCPEACTBEHHOe yyacTue B XU3HU pebeHka, GeceqoBaTtb ¢ AeTbMU 06 KX
Apy3bsix B IHTepHeTe.

7. HactamnBaiite, 4TOObI €TU HUKOTAA HE Cornallaniuchb Ha fIMYHbIE BCTPEYM C Apy3bsiMu Mo VIHTepHeTy.
8. Mo3Bonante geTaM 3axoauTb TOMNbKO Ha canThbl U3 "Genoro” cnucka, KOTopkI co3aanTe BMECTE C HAMMW.

9. lMNMpuyunTte geTen HUKOrga He BbldaBaTb NIMYHYIO MHGOPMALMIO CpeacTBaMy SMIEKTPOHHOW MOYTbI, YaToB,
CUCTEM MIHOBEHHOTO OOMeHa COOBLLEHNSAMU, PEMMCTPALMOHHBIX (DOPM, NINYHBIX MPOUNIEN N NPy perncTpaumm Ha
KOHKYpCbl B VIHTEpHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Balero paspelweHus. O6bACHATE UM, YTO OHU MOTYT
Cny4YanHo 3arpy3vTb BUPYCbl UK OPYrOe HexenaTtenbHoe nporpaMMHoe obecnedeHue.

11. CospganTte Bawemy pebeHKy orpaHMYeHHYI0 YY4ETHYH0 3anuch Ansi paboTbl HA KOMMNbIOTEPE.

12. MNpwuyyunte Bawwero pebeHka coobiaTs BaM 0 NtobbIX yrposax UnuM TpeBorax, CBA3aHHbIX C VIHTEpHETOM.
HanomHuTe getsam, 4to oHu B 6e30nacHOCTU, eCnn camm pacckasany BaMm O CBOWX TPeBOrax 1 ornaceHumsix.

13. Pacckaxute getsm o nopHorpadum B IHTepHeTe.

14. HactamBanTe Ha Tom, 4YTOObI A€TW NPedoCTaBnsanM BamMm AOCTYN K CBOEWN 3NEKTPOHHON NoYTe, YTOObI Bbl
y6eannucb, YTo OHM He OOLLA0TCA C HE3HAKOMLIaAMM.

15. OBbACHUTE AETAM, UTO HEMb3S UCMOMNb30BaTh CETh ANA XYNUraHCTBa, PacnpOCTPaHEeHUs CrNeTeH Unu
yrpos.

BospacT geteit ot 13 go 17 net

B aToM BO3pacTe NoApOCTKM aKTUBHO MCMOSb3YHOT NMOUCKOBbIE MalUVHbI, MOJb3YHTCA 3MEKTPOHHOW MOYTOM,
cnyx6amMn MrHOoBEHHOro obMeHa COOGLLEHUSIMU, CKauMBaloT My3blky M UbMbl. Manbyvkam B 3TOM BO3pacTe
Gonblie Mo HpaBy CMeTaTb BCE OrPaHWYEHUsl, OHW XaxayT rpyboro toMopa, asapTHbIX WIp, KapTUMHOK "Ons
B3pocnbix". [eBoyku npeanoynTalnT oblwaTtbCa B 4aTtax, NMpu 3TOM OHM ropasgo 6Goree 4YyBCTBUTENbHbI K
cekcyasbHbIM JoMoraTenbcTBam B VIHTEpHeTE.

3avacTylo B JaHHOM BO3pacTe poauTensM yXXe BeCbMa CIOXHO KOHTPONMpoBaTh CBOUX AETEW, Tak Kak 06
VHTepHeTe OHM yxe 3HalT 3HauuTenbHO Bonblie CBOMX poauTener. TeM He MeHee, He OTMyckanTe OeTen B
"cBoOoAHOE nnaBaHue" no NHTepHeTy. CTapanTech akTUBHO y4acTBOBaTb B 00LleHMN pebeHka B IHTepHeTe.

BaxHO no-mpexHemy cTporo cobniogatb npasuna WHTepHeT-6e30nacHOCTM - corfaleHne Mexay
poauTenamm n geteMu. Kpome Toro, HeoGXoOUMO Kak MOXHO 4Yalle npocmatpvBaTb OTYETbl O AeATeNbHOCTU
aeten B VHTepHeTe. CrniegyeT obpaTuTb BHMMaHWE Ha HeEOOXOAMMOCTb COAEPXKaHWUS POAUTENbCKMX Naponen
(naponen agMMHUCTPATOPORB) B CTPOIOM CEKpeTe U 00paTUTb BHUMAHME Ha CTPOroCTb 3TUX Naposien.

CoseTbl No 6e3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. CosfgainTe cnvcok AOMalUHWMX NpaBun nocelueHnss VIHTepHeTa npu ydacTum NOAPOCTKOB U TpebyinTe
6e3ycnoBHOro ero BbiNonHeHusi. O6roeopuTe ¢ pebeHKOM CMUCOK 3anpeLLeHHbIX caiToB ("Y4epHblid cnncok"), Yachl
paboTbl B IHTEpHETE, pYKOBOACTRBO MO 06LeHuto B IHTepHeTe (B TOM YuCrle B YaTax).

2. KomnbloTep ¢ NoAaKnioYeHnem K cetm HTepHeT AoMmKeH HaxoamTbes B 00LLen KomHaTe.

3. He 3aGbiBaiiTe GecenoBaTb C AeTbMU 00 UX Apy3bsX B MHTepHeTe, O TOM, YEM OHM 3aHATbI TaKUM
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obpasom, GyaTo peyb MOET O OAPY3bsX B pearibHOM XusHW. CrpalimBaiite o Noasx, ¢ KOTOpbIMK AeTy obLuatoTcs
nocpeacTBoM Crny6 MrHOBEHHOro o6MeHa coobLLeHVsAMM, YToObl yoeanTbesl, YTo 3TN N0AM UM 3HAKOMBI.

4. Wcnonb3ynTte cpeactBa GNOKMPOBaHWS HexenaTernbHOro KOHTEHTa Kak AOMOMHeHWe K CTaHOapTHOMY
PoauTtensckomy KOHTPOSHO.

5. HeobxoaMmo 3HaTb, KakMMu YaTamu NoJib3yrHTCA Bawun pgetw. |_|OOLLI,pF|I7ITe ncnosib3oBaHune
MogepupyemMblix HaToB U HacTauBalnTe, YTOObl 4eTN He obLannch B npuBaTHOM peXxXnme.

6. HactanBaiite Ha ToM, YTOObI 4E€TU HUKOTAA HE BCTPEYarnnchb JIMYHO C APYy3bsMU U3 ceTu VIHTepHeT.

7. Mpuyunte OeTelt He BbiAaBaTb CBOK NUYHYID MHAOPMALMIO CPeACTBAMM SNEKTPOHHOW MOYThI, 4YaToB,
CMCTeM MIHOBEHHOTo 06MeHa COOBLLIEHUSAMM, PErNCTPaLMOHHbBIX YOPM, NTMYHBIX NPOdMNEN U NpKU perucTpaunn Ha
KOHKYpCbl B VIHTepHeTe.

8. Mpunyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. OGBbACHATE UM, YTO OHM MOTYT
Crny4YanHo 3arpy3vTb BUPYCbl UM OPYroe HexenaTtensHoe nporpaMMmHoe obecneveHue.

9. MpuyunTte Bawero pe6eHka coobLlaTh Bam O NOGbIX yrpo3ax Unu TpeBorax, CBA3aHHbIX ¢ MIHTepHeToM.
HanomHuTe getam, 4yTo OHM B Ge3onmacHOCTU, ecrnv caMu pacckasanu BaM, O CBOMX Yrpo3ax Wnu TpeBorax.
MoxBanuTe NX U NOCOBETYITE NOAOWTH eLle pa3 B NOAOGHbIX Criyyasx.

10. Pacckaxute getsm o nopHorpacdum B WHTepHeTe. [lomormte MM 3awmtuTbes OT cnama. Hayuute
MoApOCTKOB He Bbigasatb B WHTepHeTe CBoOero peanbHOro 3MEKTPOHHOrO ajpeca, He oOTBevyaTtb Ha
HexenaTenbHble NMCbMa U UCMOMb30BaTh CrieumarnbHble NOYTOBble PUNBTPBLI.

11. any‘-II/ITe cebs 3HaKOMUTbLCS C canTamu, KOTOpbIe noceLaroT NogpoCTKN.

12. Hayunte peten yBaxaTb OpYrux B UHTEpHeTe. YbeauTech, YTO OHM 3HAKT O TOM, YTO NpaBuIia XOpoLUEero
noBedeHns OEWCTBYIOT Be3ae - AaXe B BUPTyarbHOM MUpE.

13. OObBbsAcCHUTE [OeTaAM, 4YTO HU B KOEM CnyyYyae Henb3da UcCnonb3oBaTb Cetb and XynuraHcTtBea,
pacnpocCTpaHeHua cnneTteH unn yrpo3 Apyrum noaam.

14. Obcyante ¢ nogpocTkamMu MpobremMbl CETEBbLIX a3apTHbIX UIP U MX BO3MOXHbIA pUCK. HanomHuTe, 4TO
OEeTN He MOTyT UrpaTb B 3TV UIrPbl COTNACHO 3aKOHY.

MocTosIHHO KOHTPONMpPyMTEe ucnons3oBanne VHTepHeTa Bawnm pebeHkom! OTO He HapyLLeHWe ero fIMYHOro
NPOCTPaHCTBa, a Mepa NpeoCTOPOXHOCTY M NposiBNeHne Ballel poantenbcko OTBETCTBEHHOCTM U 3a00Thl.
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